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REPUBLIC OF ALBANIA
CENTRAL ELECTION COMMISSION
__________________________________________________________________

DECISION
ON IMPLEMENTATION OF PROCEDURES OF IDENTIFICATION AND MANUAL REGISTRATION OF VOTERS’ TURNOUT ON ELECTION DAY FOR PARLIAMENTARY ELECTIONS OF JUNE 23, 2013 AND NON-APPLICATION OF ELECTRONIC TECHNOLGY SEV FOR THIS PURPOSE IN TIRANA REGION:

The Central Election Commission, in its meeting on 18.06.2013, with the participation of:
Lefterije 
Luzi (Lleshi) -



Chairwoman
Hysen

OSMANAJ-



Member
Klement
ZGURI-



Member
Vera

SHTJEFNI-



Member
Reviewed the issue with the following:
OBJECT:                On implementation of procedures of identification and manual registration of voters’ turnout on election day for June 23, 2013 elections and 
non-application of electronic technology SEV for this purpose in Tirana Region. 

LEGAL REFERENCE: Article 21/2, item 3, article 23, item 1, letter “a”, appendix III, section 4, item 4 of the law no.10019, dated 29.12.2008 “The Electoral Code of the Republic of Albania”, as amended.

After examining the reports submitted after auditing the test on operation of electronic system of verification and registration of voters on Election Day in Tirana Region and hearing the discussions of the participants, the CEC
NOTES
The facts and circumstances of the case

The Central Election Commission, based on Article 179/1 of the Law No. 10019, dated 29.12.2008 "The Electoral Code of the Republic of Albania", started its preparations for the implementation  of the new information technology on verification and registration of voters on Election Day.

Considering the fact that the implementation of these two technologies is an innovation in the administration of elections and due to its specific characteristics, a Working Group was established, composed of specialists of CEC administration, assisted by representatives of AKSH (National Agency of Information Society) and the Ministry of interior, in order to draft the basic requirements for the design and implementation of two projects, SEN and SEV. 

Based on the above-mentioned provision, with its decision no. 23, dated 12.27.2012 "On procurement procedures to be followed in selecting the companies that will implement  SEV project in the Tirana Region, for parliamentary elections of June 23, 2013", the CEC immediately started the procedure for selecting the company that would implement the project. At the end of bidding procedures, a well-known operator, the Spanish Society Indra, which offered a technology that has proven to be a success in this area, was selected for project on the system of voters’ verification and registration.

Legal Reference
According to provisions of Article 21/1, 21/2, 179 and 179/1 that define the powers and rules  on implementation of information technology in the field of elections, the CEC is the body that decides on implementation of the technology on voters’ identification and adopts all regulatory normative acts of the procedures to be followed for this purpose. In parliamentary elections of 2013, pursuant to Article 21/1, paragraph 3 and Article 179/1, the use of new technology for electronic verification of voters, will consist of a test, a pilot project which will be evaluated by the CEC during all phases of its development until election day; the CEC will draw the relevant conclusions regarding its safety and functionality and decide on the application of this technology.
Annex III of the Electoral Code provides in detail the aim of application of such a system, its composition, functioning and generation of reports.

Article 21/2, paragraph 2 and Annex III of the Electoral Code attaches great importance to  testing a priori and to verification a posteriori of SEV. The tests and trials to verify the security and functionality of the system are audited by the CEC auditors, and this is one of the biggest factors that guide the CEC in its decision to implement the new technology.

Pursuant to these provisions of the Electoral Code and the Civil Code of the Republic of Albania, the CEC, at the end of negotiations between Indra company, the operator selected for implementation of SEV project on verification and electronic registration of voters and the Working Group of the CEC, the contract was linked, no.25/29, dated 03.25.2013.
The contract stipulates in detail the rights and obligations of parties in every stage of the process.

Annex II of the contract contains the terms the testing a priori, which is a preliminary test that will guarantee the security and functionality of the system.

The auditors- technicians of the CEC, in the presence of technical specialists and electoral subjects, based on section 4, paragraph 4 of Annex III of the Electoral Code will carry out the auditing and report on the system functionality.

The procedure followed

The procedure followed by the CEC in conducting a priori testing, the preliminary test of security and functionality of the system, is in line with the provisions in Appendix III of the Electoral Code, the terms of contract no. 25/29 dated 25.03.2013 and the test methodology adopted by the parties- INDRA and the CEC.

On June 8, 2013, in the CEC premises a simulation of establishment of two voting centers took place; the following devices were placed in each VC for reading the identification documents:
Laptop equipped with 3G modem incorporated

MRZ reader for

Reader combined, with contact and contactless
SD cards

Smart Card card for identification and digital signature

Equipment that constitute the Central system.

44 voters submitted their identity documents to be read and recorded on the equipment installed. Testing took place in the presence of technician auditors of the CEC, technical specialists of political parties, representatives of international organizations and media representatives.

After reading identification documents, the central unit generated reports:

1) List of VCs who have suffered an interruption in sending data to the server.

2) Turnout according to gender.

3) List of young voters’ turnout.

4) Report of the VC with duplicate voters

5) Report on people who voted more than once (including the identity of these voters).

Later the company was asked to Indra to "nullify the system" in order to carry out the security check of the system
 

The conclusions of the auditors’ report 
The CEC, pursuant to the provisions of the Electoral Code and the contract signed on 25 March between CEC and Indra Sistemas SA, conducted on May 17 and June 8, two tests for the system of application of technology for verification and registration of voters’ turnout in electronic voting system (SEV). The test was held at the CEC premises, simulating the voting, data transmission process and the process of copying data in the Central System for two voting centers.

Following the two tests, four major problems were found that compromise the process of the electronic voting system (SEV).
1) Delays created after the attempts to read the ID cards fail; 

After the two tests conducted, it was confirmed that over 10% of the citizens' identification documents participating in the testing were not electronically read by SEV: 
     3 out of 25 documents on May 17 and 5 of 44 documents on June 8. 
Considering the high number and the fact that before stating that a document is unreadable,

you have te make several attempts in order to read both chips, this phenomenon is expected

to cause delays and inaccuracies in the voting process. 
After several reading attempts, the VC chairman will record those voters whose identification was not possible to be registered electronically, creating further delays in the process.

1) Safety of hardware and software equipment 
a) In the laptop devices in the Voting centers it was found that they totally lacked protection, such as antivirus, anti-malware intrusions; in addition, it was not demonstrated any protection measure with firewall in the last-mile equipment  that would enable protection of the device from potential int by other devices in the network.

The closed  APN network guarantees only that the network is separated from other

Networks, but does not guarantee the protection of equipment from one-another; as a

result, if one of the last-mile equipment is compromised, the others are can also be

compromised. 

In its reply, INDRA confirmed the fact that there was no protection with

antivirus and firewall and stated that:

Equipment are protected with antivirus XXXXX.

The Firewall PFSENSE is installed in the server software; 

The facts which demonstrate that INDRA has officially confirmed that it has not taken any precautions with antivirus nor firewall in all terminals located in the voting centers. The lack of these protective measures threatens the security of the whole process of system.

b) It was also demonstrated that the test computers both in the standard version and the claimed full coverage version, were not protected with security measures to block unauthorized accesses. Despite the company's claim that the measures will be applied for the equipment that would be used on the election day, it was found that these measures were not taken.
2) Transmission of data from the last-mile equipment to the center.

a) The security system, by not sending the data on changes in hardware and software problems, failed to ensure that devices which are connected and interact with the central system, pass security filters of unique elements (hardware ID, MAC address, etc..), thus not allowing their communication with the system when devices are not registered in advance and /or when the laptop is connected with other devices that are not linked in the system.

b) ​​Indra confirmed that a private APN is assigned for all communication of all SIM-s with the server;  APN addresses can be accessed only after the addresses of SIM cards are registered beforehand.

b) Measures taken by registering and allowing only certain SIM cards is a process that is not totally under the control of INDRA or CEC but depends only on the measures taken by the service operator. The provider of 3G service has all the technical capacities to record  other Sim cards that could be connected to the private APN of the system (such as extra Sim cards) which renders the single sim card identification unsecure.
2) Deletion of Voters’ Data

a) Despite Indra’s claim that the data are encrypted and cannot be read,  their deletion is very problematic, because there would be no data found in the system on the number of voters who electronically voted in that VC.  

b) The experts concluded that the method chosen for encrypting the memory SD cards, where the entire information on the voting process is stored, was not secure. This was proven by the tests carried out. 
During the test, it was demonstrated by experts that the card can be deleted and the files created by the system could be modified, making the  data contained in the SD memory card totally unprotected from intrusions!
The above issues were also found by the representatives of political parties, who, through their reports presented by the CEC, expressed their concerns regarding the functionality and security of SEV.  
Merit of the case
The CEC, at the end of the test for evaluating the safety and operation of the electronic system of verification and registration of voters’ turnout on election day (SEV) finds that:
1- The System demonstrated on June 8, could partially meet only some of the basic requirements set out in Annex III of the Law no. 74/2012 of the Electoral Code of the Republic of Albania. The basic purpose of this system is the implementation of verification and registration of voter’s turnout on election day, by reading the  biometric ID. The system showed that due to the damage of a considerable part of voters' identity cards, the electronic verification and registration of voters will generate data on voters’ turnout on Election Day which is inaccurate (about 11% of the documents were not read).
2- - According to Article 105 and Section 5 of Appendix III of the Electoral Code, voter signs the voter list.  During the testing of SEV, it was seen that a part of the identity documents were not read and the system did not generate an exact figure of unread documents. 
In this case, the voter shall vote by signing in the list of voters’ whose ID could not be read.  
At the end of the voting, there are different data on the number of voters who voted according to their signatures in the list and the data from SEV reports. 

According to the provisions of Articles 113, 116, 116/1, 119, 120, 122, 123, the most important procedures such as the closing of the voting, counting of ballots,  release of results by the BCC, the CEAZ and then the CEC, is based on a crucial element, the voters’ turnout.  
Reporting of inaccurate, unrealistic data on the number of voters who participate in elections in the Voting Centers in the Region of Tirana will bring delays, deadlocks and inconsistencies of the numbers in columns of the tables of results, and further result in non-reconciliation in the most important procedures such as counting and tabulation of results.  
SEV system clock fails to define the "opening" and "closing" time of SEV, a very important element reflected in the work documentation of the VCC and an important element not only in tabulation, but also in reviewing the administrative complaints to the CEC or when reviewing the appeals in the Electoral College.
Procedures followed during testing for reading identification documents, resulted in delays in the voting process. In this case, the VCC will follow all procedures provided for in Article 105 of the Electoral Code and then proceed with the reading of electronic identification document. This process proved to be slow, due to the fact that a part of the identity documents, around 11%  could not be read, and for the latter the verification time by SEV was very long. 

Based on the history of voter’s turnout on Election Day, this number is relatively high. Although the number of voters per voting center is not greater than 700, the voter turnout voting is high. If  SEV would be implemented, that would lead to long queues of the voters and problems in the closing time of the polls. Article 11, item 1 determines the same time voting time for all voting centers  (voting open at 7.00 and close at 19.00) . 
During the demonstration, there were serious issues in the security elements and doubts were raised about the integrity of the whole system.


In light of the above facts regarding the security and SEV functionality, the CEC deems that the application does not fulfill  the scope of the law to ensure verification and voters’ turnout in elections in  compliance with the Election Code provisions, in order to give the parties confidence in the process. 

The breach of the element of the security system, which was found during preliminary testing, is very important of the integrity of the election in general in Tirana region. This fact and all the issues mentioned and analyzed above, will compromise the trust of all stakeholders in the electoral process.

FOR THE ABOVE REASONS
The Central Election Commission, based on Article 21/2, paragraph 3, Article 23, paragraph 1, letter "a", Annex III, section 4, paragraph 4 of Law no. 10019, dated 29.12.2008 "The Electoral Code of the Republic of Albania", as amended,

DECIDED
The implementation of procedures of identification and manual registration of voters’ turnout on

election day for June 23, 2013 elections and  non-application of electronic technology SEV for

this purpose in the Region of Tirana. 
This Decision comes immediately into effect. 
An appeal can be filed against this Decision in the Electoral College, Tirana Court of ppeal, within 5 days after its publication. 

Lefterije 
Luzi (Lleshi) -


Chairwoman

Hysen

OSMANAJ-



Member

Klement
ZGURI-



Member

Vera

SHTJEFNI-



Member
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           Decision 589                                                               Date 18.06.2013 

On implementation of procedures of identification and manual registration of voters’ turnout on election day for June 23,

2013 elections and non-application of electronic technology SEV for this purpose in Tirana Region. 
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